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										NTP یا پروتکل زمان تحت شبکه یکی از قدیمی ترین پروتکلهای مورد استفاده در شبکه های مبتنی بر IP است که در سال 1985 NTP توسط David L. Mills در دانشگاه Delaware طراحی و ایجاد شد و در حال حاضر نسخه ای که مورد استفاده قرار دارد NTPv4 می باشد. با استفاده از این پروتکل امکان هماهنگ نمودن و استفاده از ساعت دقیق در حد ساعت اتمی در شبکه های کامپیوتری بوجود می آید. معمولا در شبکه یا هر سیستم متصل به شبکه جهانی با اتصال به یک تایم سرور امکان تنظیم دقیق ساعت آن سیستم یا سیستمهای آن شبکه بوجود می آید. NTP از ساعت هماهنگ جهانی یا Coordinated Universal Time (UTC) که یک استاندارد زمان از نوع اتمی است جهت هماهنگی ساعت کامپیوتر ها در حد میلی ثانیه استفاده می کند.
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Learn the risks associated with Network Time Protocol (NTP) security and how to minimize those risks in daily deployment. Disruption of NTP services can interrupt communication between servers on the network and take an entire network offline.

Beyond disrupting communication, flaws in the NTP daemon itself can make servers vulnerable to external attack―attacks that often go unnoticed. NTP is being used more frequently in Distributed Denial of Service (DDoS) attacks. It is a User Datagram Protocol (UDP) with encryption schemes that are not often used or are poorly implemented, making it susceptible to spoofing.

Despite all of the security challenges, the fact is that NTP is critical to most modern networks. It is one of those “set it and forget it” protocols that network administrators and even security professionals don’t understand in depth. However, an attacker who does understand the security flaws can wreak havoc on an insecure network.

NTP Security: A Quick-Start Guide provides a deeper understanding of the protocol itself and how to deploy a strategy using the protocol throughout a network in a secure manner. Your security team will be able to provide better guidance to the system and network teams who will then be able to better manage the day-to-day implementation.

This succinct resource offers practical guidance to an underserved topic (actually, not served at all). Coverage includes:

An understanding of NTP and the importance of time synchronization in modern networks

Issues in NTP security, including an analysis of NTP traffic

A review of the vulnerabilities and flaws in the protocol

Practical solutions for securing NTP and building a robust infrastructure

Effective alternatives to NTP

 What you’ll learn

A better understanding of the risks associated with the Network Time protocol (NTP)

How to configure NTP on servers and workstations in the network in a more secure manner

How to configure NTP on network platforms in a secure manner

Ways to bring more NTP capability inside the network, thus creating a smaller attack surface

Alternatives to NTP, including how to synchronize network clocks in other ways

 Who This Book Is For

System Administrators, Network Engineers, and Security Analysts
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