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										pfSense 2.x Cookbook – پی اف سنس یک فایروال توزیع منبع باز مبتنی بر FreeBSD است که بستری برای مسیریابی و فایروال قدرتمند را فراهم می کند. تطبیق پذیری pfSense به ما یک بستر وسیعی از گزینه های پیکربندی ارائه می دهد. در این کتاب به بررسی NAT و قوانین فایروال، نحوه پیاده سازی پورتال اسکریپت را با راه های مختلف (بدون احراز هویت، احراز هویت مدیریت کاربر و تأیید اعتبار RADIUS)، و نیز پیکربندی NTP و SNMP در ادامه شما نحوه راه اندازی یک تونل V-P-N، مدیریت ترافیک، قوانین سفارشی سازی یا Snort، مسیریابی استاتیک و استفاده از پروتکل های مسیریابی پویا و… را یاد خواهید گرفت.
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Book Description

pfSense is an open source distribution of the FreeBSD-based firewall that provides a platform for ﬂexible and powerful routing and firewalling. The versatility of pfSense presents us with a wide array of configuration options, which makes determining requirements a little more difficult and a lot more important compared to other offerings.

pfSense 2.x Cookbook – Second Edition starts by providing you with an understanding of how to complete the basic steps needed to render a pfSense firewall operational. It starts by showing you how to set up different forms of NAT entries and firewall rules and use aliases and scheduling in firewall rules. Moving on, you will learn how to implement a captive portal set up in different ways (no authentication, user manager authentication, and RADIUS authentication), as well as NTP and SNMP configuration. You will then learn how to set up a VPN tunnel with pfSense. The book then focuses on setting up traffic shaping with pfSense, using either the built-in traffic shaping wizard, custom ﬂoating rules, or Snort. Toward the end, you will set up multiple WAN interfaces, load balancing and failover groups, and a CARP failover group. You will also learn how to bridge interfaces, add static routing entries, and use dynamic routing protocols via third-party packages.

pfSense 2.x Cookbook – Second Edition

Table of Contents

1: Initial Configuration

2: Essential Services

3: Firewall and NAT

4: Additional Services

5: Virtual Private Networking

6: Traffic Shaping

7: Redundancy, Load Balancing, and Failover

8: Routing and Bridging

9: Services and Maintenance

What You Will Learn

Configure the essential pfSense services (namely, DHCP, DNS, and DDNS)

Create aliases, firewall rules, NAT port-forward rules, and rule schedules

Create multiple WAN interfaces in load-balanced or failover configurations

Configure firewall redundancy with a CARP firewall failover

Configure backup/restoration and automatic configuration-file backup

Configure some services and perform diagnostics with command-line utilities
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