
		
			

		
	
		
			

				
				
						
		

				
					جمعه, مارس 8, 2024
					
	Login
	Download
	Network
	Mikrotik
	Mobile
	Video
	Citrix
	EMC
	Python
	Contact US



		
	

				

			

		

	


		
			
				
					
						
							
								
									
	
	
					

			Technet24 - تکنت 24 ™ مقالات و دانلود به روزترین نرم افزارهای شبکه سیسکو و مایکروسافت و امنیت و میکروتیک و لینوکس و هک و سرور hp
				




								

							

															
									
										
											

										
									

								

														

					

				

			

		


		
	
		
			

				
						Home
	Company
	SANS
	Udemy
	INE
	Cisco Press
	CBT Nuggets
	PacktPub
	EC-Council
	Microsoft Press
	VMware Press
	LiveLessons
	Pearson It Certification
	CompTIA
	Linux Academy
	Pluralsight
	O’Reilly
	Sybex
	Apress
	eLearnSecurity
	Cybrary
	Wiley
	NoStarch
	Pentester Academy
	McGraw-Hill



	Microsoft
	سیسکو Cisco
	Virtualization

	
		
					
			
		
	
					
				Download
				

							

				
			VMware vSphere 8.0U2b دانلود		
		
	

	

	
	
					
				Download
				

							

				
			VMware vSphere 7.0U3p دانلود + لایسنس		
		
	

	

	
	
					
				VMware
				

							

				
			VMware vCenter Site Recovery Manager 8.8.0 – دانلود SRM + لایسنس		
		
	

	

	
	
					
				Download
				

							

				
			VMware vSphere Replication 8.8.0 دانلود		
		
	

	

	

	
	

							
					 قبلی				
				
					بعدی 
				
				
		

	




	Mikrotik
	eBook
	Security
	Linux
	Cisco IOS
	خرید کتاب
	همکاری با ما


											
															
									

									
										
	
	


									

								

														

										

			

		

	



	
	
		

			
				
			


			
				
															
			

		

	




	Home

	eBook

	Mastering Kali Linux for Advanced Penetration Testing – Fourth Edition


			
				
					
						
							
								


							

						

					

				

			

		

		
		

		

			
										
							
																
									

																		
										
											eBookDownloadNetwork
											
												Mastering Kali Linux for Advanced Penetration Testing – Fourth Edition
											

											
			
			توسط technet24		
					آخرین بروزرسانی فوریه 26, 2024
			 2,649 1

										

									

																		
										Covid-19 نحوه زندگی و کار را تغییر داده است. کار از راه دور به هکرها فرصت های زیادی جهت نفوذ داده است، زیرا اطلاعات محرمانه تر از هر زمان دیگری به اشتراک گذاشته شده است. در  نسخه جدید کتاب تسلط بر کالی لینوکس برای تست نفوذ پیشرفته Mastering Kali Linux for Advanced Penetration Testing، شما یک رویکرد امنیتی را برای افزایش مهارت های تست نفوذ خود را با استفاده از تاکتیک های مورد استفاده توسط مهاجمان واقعی یاد خواهید گرفت. جمع آوری تمام اطلاعات ممکن در مورد یک هدف، برای تست نفوذ و اصول شناسایی منفعل و فعال اطلاعات کاربر به اسکن پورت در مقیاس بزرگ پوشش می دهد.


لینک دانلود کتاب Mastering Kali Linux for Advanced Penetration Testing – Fourth Edition



 

دانلود – حجم: 104 مگابایت

رمز فايل: technet24.ir



Date: February 2022

Price: $39.99

Pages: 572

Format: EBUB, PDF

ISBN: 9781801819770

By: Vijay Kumar Velu

Publisher: Packt Publishing

Goal-Based Penetration Testing

Open-Source Intelligence and Passive Reconnaissance

Active Reconnaissance of External and Internal Networks

Vulnerability Assessment

Advanced Social Engineering and Physical Security

Wireless and Bluetooth Attacks

Exploiting Web-Based Applications

Cloud Security Exploitation

Bypassing Security Controls

Exploitation

Action on the Objective and Lateral Movement

Privilege Escalations

Command and Control

Embedded Devices and RFID Hacking

Other Books You May Enjoy

Index

About this book

COVID-19 has changed the way we live and work. Remote working has given hackers plenty of opportunities as more confidential information is shared over the internet than ever before. In this new edition of Mastering Kali Linux for Advanced Penetration Testing, you will learn an offensive approach to enhance your penetration testing skills by becoming aware of the tactics employed by real attackers. You will be introduced to laboratory integration to cloud services so that you learn another dimension of exploitation that is typically forgotten during a penetration test.

Gathering all possible information on a target is pivotal for a penetration tester. This book covers the principles of passive and active reconnaissance, from obtaining user information to large-scale port scanning. Building on reconnaissance, different vulnerability assessments are explored, including threat modeling. You’ll also learn about COVID-19 pandemic-specific cyber failures and understand the cyber risks involved with working from home.

By the end of this Kali Linux book, you will have explored approaches for performing advanced pentesting in tightly secured infrastructure, cloud environments, and applications and hacking techniques employed on IoT, embedded peripheral devices, and radio frequencies.
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